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David Newby Associates’ Excel Tools and Security

Most Excel applications developed by David Newby Associates (DNA) contain a full MS Office VBA application and a
suite of Macros. To the use the tool, Excel should be configured to allow the use of Macros and the VBA project
object model. We strongly recommend installing the David Newby Associates digital certificate the application is
signed with. There are other ways of configuring Excel to run our Excel applications not covered in this guide, contact
your IT support if your Excel installation does not allow you full access to the Excel Trust Centre Settings.

MICROSOFT WINDOWS

Step 1 Configure Settings In The
Trust Centre (Windows)

Open Excel most newer versions
of Excel open with a display like
the one shown on the right, if
not, click on in the
application main menu to see a
similar screen:

Choose Options and you will
see the following screen:

click on|Trust Centre |and

you will see the document
security screen.

Then click on

|Trust Center Settings.. |you will
then see the following screen:
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Good morning
() .
~ New
Home
A s
- Getstarted with Make yourfist
. Take a tour Formulas PivotTable
N LG € I -
New
Blank workbook Welcome to Excel Formula tutorial PivotTable tutorial
More templates —>
‘ £ search
Open
Recent Pinned Shared with Me
M  Name Date modified
@‘ﬁ WFDmodule1.02.xlsm FDEED
L] Desktop
Account @ PLAST Toolkit V1.0_Final 230805.xIsm Vesterday at 12:57
LT Documents
Feedback @ I : :
PLAST Toolkit_V1.0_Final_230802.xlsm
= SV Yesterday at 10:52
iy 3 s L] Documents
D WaCT DCA FINAL 14 9 (1).xIsm =
Excel Options ? Pas
General -
Help keep your documents safe and your computer secure and healthy.
Formulas
Data Security & more
Proofing Visit Office.com to learn more about protecting your privacy and security.
Save Microsoft Trust Center
Language
Microsoft Excel Trust Center
Ease of Access
X The Trust Center contains security and privacy settings. These settings help keep your 8
Advanced computer secure. We recommend that you do not change these settings. Trust Center Settings...
Customize Ribbon
Cuick Access Toolbar
Add-ins
Trust Center
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Trust Center

Trusted Publishers
Trusted Locations

Trusted Documents

Choose the Macro Settings
option.

Trusted Add-in Catalogs
Add-ins

ActiveX Settings

ProtectgdView

IEssage Bar
Select the setting “Disable Brtemal Centent
VBA macros except digitally

signed macros”.

File Block Settings

Also tick the option “Trust
access to the VBA project object
model”.

Do NOT tick the option “Enable
Excel 4.0 macros” if that option is
displayed.

Macro Settings

Disable VBA macros without notification

Disable VBA macros with notification

® Disable VBA macros except digitally signed macros;

Enable VBA macros (not recommended; potentially dangerous code can run)

Enable Excel 4.0 macros when VBA macros are enabled

Developer Macro Settings

v| Trust access to the VBA project object model

b
»

Click button to save

settings and exit back to the Excel
program.

Close Excel.

Step 2 Open the Spreadsheet Tool / Excel Application and Install DNA Digital Certificate (Windows)

Open the David Newby Associates Excel application,

if the David Newby Associates’ developer digital certificate has

not already been installed you may get error messages (ignore these), you should see a SECURITY WARNING like:

SECURITY WARNING Macros have been disabled,[ Options...

Click on buttor——__

Microsoft Office Security Options

@ Security Alert - Macros

Macros

Macros have been disabled. Macros might contain viruses or other security

hazards. Do not enable this content unless you trust the source of this file, I

Warning: Macros are disabled because the digital signature is invali
view the signature’s associated certificate data. In addition n enable the
macros. Click the More Information link to learn

More information
File Path: EN\DMA-Wa robi (2).xlsm
Signature

Signed by: DWMStemplate
Certificate expiration: 01/01,/2025

Certificate issued by: DWM
Show Signature Details

@ Help protect me from unknown content [recommended)

1

Open the Trust Center Cancel
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The dialog box is saying the digital signature is “invalid” because
it has not yet been installed using the Excel Trust Centre.

The dialog box that opens shows the certificate details that the
spreadsheet model is digitally signed with.

Click on “Show Signature Details”.
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A further “Digital Signature Details” dialog opens:

Click on the | View Certificate...

The following screen is displayed:

General Detaile  Certification Path

@ﬂ Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to: DWMStemplate

Issued by: DWMStemplate

valid from 01/01/2019 to 01/01/2025

Install Certificate...| | Issuer Statement

wh Certificate X

button:\

Digital Signature Details 7 >

General  Advanced

— . Digital Signature Information

Y A certificate chain processed, but terminated in a root
certificate which is not trusted by the trust provider.

Signer information

Name: [pvumstemplate
E-mail: [Mot available
Signing time: |N0t available

—

View Certificate

Countersignatures

Mame of signer: E-mail address: Timestamp

Details

X Now click on ‘ Install Certificate... | button and the Certificate
Import Wizard opens:

Select store location “Local Machine” from the list

and click button:
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L4 Cetificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure netwark
connections. A certificate store is the system area where certificates are kept.

Store Location

() Current User

@ Local

To continue, dick Next.

[®nea || cancel
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€ &# Certificate Import Wizard

Certificate Store

Make sure the “Place all certificates in the following store” Certfcate stores are system areas where cetfcates are kept.
option is selected.

Windows can automatically select a certificate store, or you can spedfy a location for
the certificate.

(O automatically select the certificate store based on the type of certificate
(®) Place all certificates in the following store
Certificate store:

Now, choose where to save the certificate. To do this, you R —

click on the button.

A dialog box opens to allow the user to specify the certificate
store:

Select Certificate Store = Mext Cancel

Select the certificate store you want to use.

| personal " Choose “Trusted Root Certification Authorities”.

Trusted Root Certification Authorities
| Enterprise Trust

| Intermediate Certification Autharities
| Trusted Publishers

. I imtriisted Cartificates s v and Click button:

[ show physical stores

€ 2% Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.

The selected store is displayed in the Import Wizard.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

() Automatically select the certificate store based on the type of certificate
(®) Place all certificates in the following store

Certificate store:

|Trusted Root Certification Authorities ‘ l Browse. .. i

Having chosen the certificate store, click the button.

€ £ Certificate Import Wizard

Next Cancel

Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish.

You have specified the following settings:

(gl R A L VIIESY Trusted Root Certification Authorities
Content Certificate

Then click button to complete the certificate

installation.

Cancel
You will get a confirmation:
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Certificate Import Wizard >

Microsoft Office Security Options ? *
Click [OK}.

o The import was successful, |-§-| Security Alert - Macros
Macros G
A/ Macros have been disabled, Macros might contain viruses or other security
W hazards. Do not enable this content unless you trust the source of this file,
QK

Warning: Macros are disabled because the digital signature is invalid. You can
view the signature’s associated certificate data. In addition you can enable the
macros. Click the More Information link to learn more.

More information

. . . . File Path:  E\DMA-WaCT-Nairobi (2).xlsm

A final dialog box will be displayed: Signature

Signed by: DWMStemplate

Certificate expiration: 01/01/2025

Certificate issued by: DWMStemplate
Show Signature Details

Select the option “Trust all documents from this publisher”

O Help protect me from unknown content [recommended)

O Enable content for this session

(® Trust all documents from this publisher

Click | OK . Open the Trust Center > Cancel

At this point you may again see application error messages, ignore them.
Close Excel and

Reopen the Excel application and the system should be fully functional.

Other tools from David Newby Associates signed with the same DNA digital certificate should also run without
further user intervention.

MACKINTOSH OS

On the Mac OS the situation is much simpler because Excel is run “sandboxed”:
Action: Enable Macros
When you open a spreadsheet tool containing macros, the Mac will pop up a dialog message saying

“This workbook contains macros. Do you want to disable macros before opening the file?”

Click the ‘ Enable Macros | button.

Note: doing this removes the DNA digital certificate - so once the workbook is saved on a Mac, the digital
certificate is no longer present and the application will no longer function on a Windows PC with the Trust Centre
configured as recommended above.

To subsequently open a workbook saved on a Mac in Excel on a Windows PC is necessary to enable all macros on
Excel for Windows (not just digitally signed macros). This however is no longer secure and NOT recommended.

Note: Some David Newby Associates’ Excel applications are not designed to be Mac OS compatible, because
Microsoft Excel for the Mac OS supports only a sub-set of VBA functionality. When a user attempts to run one of
these on a Mackintosh a dialog box will display indicating this is the case, and the application will close.
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